METASUITE

Collect, Transform, Generate and Test

MetaSuite and HP Quality Center Enterprise, generating Test Data
from any data source from any platform, including mainframe
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Uniquely, MetaSuite is capable of integrating data
from any source to any target on any platform
(e.g., Windows, a flavor of Unix or Linux, or a main-
frame system like z/OS or BS2000). Using MetaSuite,
organizations can fully capitalize on the wealth of
datain all their business-critical solutions.

In this document, we will concentrate on the aspect
of MetaSuite that complements HP Quality Center
Enterprise, namely its rich and extensive Test
Data Management capabilities, which are one of
MetaSuite’s major assets.

This powerful solution is designed to automate the
generation or extraction of test data, offering pow-
erful sampling and masking functions. Such test
data can be generated based on real production
data or using substitution data sets.

The main benefits of this solution include reduced
development efforts and costs, enhanced reliability
and security of your applications and compliancy
with privacy regulations.

This White Paper targets all parties technically
interested in MetaSuite, be it executives, technical
managers, software architects, operations people
or developers, and specifically everyone involved
in Test Data Management.
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Before delivering an application to the market, it is essen-
tial to submit it to extensive testing.

Such testing processes must be cost-effective, compliant,
reliable and secure, but they should also be repeatablein
order to reduce the application development lead-time
and costs.

Therefore, Test Data Management is an essential step
in the development process of an application. Test Data
Management addresses the following issues:

MetaSuite and HP Quality Center Enterprise

When using a full copy of your production data for test-
ing purposes, it is obvious that the testing process will
consume a lot of computer time and resources, as well as
an increased management cost for handling such large
volumes of data. A smaller, representative sample of the
data would be enough for your testing needs.

When working with production data for your testing
activities, your company might lose time and money with
every disruption of the day-to-day operational activities.

As generating test data is a recurring process, automat-
ing this process will not only speed up the process, but
will also reduce the costs and the risks of error involved.

Full copies of production data are not only time consum-
ing, both in computer time and lead time, but they also
require storage space.

Performing your tests on a representative sample of
the data would reduce the required space and the time
needed to copy and store the production data.

The use of production data also involves privacy-related
legal issues. All over the world, governments have pri-
vacy laws.

The USA have Sarbanes- Oxley for Data Protection &
Integrity, PCI OSS for payment card data security and
HIPAA for federal protections regarding personal health
information. In Europe, we have the Data Protection
Directive.

Violation of the above-mentioned privacy laws can not
only lead to huge fines, but also to reputation damage,
which is anotherimportant reason forimplementing test
data management.



Business application data are typically spread across the
organization and stored in different ways. This can turn
the extraction of data into a time-consuming and com-
plex process.

Accessing and extracting test data usually takes a large
portion of the testing effort. In addition, testing teams
usually have limited skills for dealing with the complexity
of all the data sources. They often have to rely on other
people to retrieve the necessary data.

To reduce the amount of test data, you need to make sure
that your sample is representative for all of the produc-
tion data. This means that you need to use statistically
relevant and correct sampling formulas.

For your samples, you also have to make sure that you
keep the correct links between, for example, customer
data, related invoices and payments.

Business information stored in the operational data hold
a large number of sensitive personal and business infor-
mation. Due to the privacy laws, such information cannot
be shared for testing purposes.

Therefore, is it important that these data can be com-
pletely and irreversibly masked, so they can be shared
with everyone in the testing environment, in or outside
the company.

Manually creating and maintaining test data is an expen-
sive and time-consuming activity. That is why you should
have a repeatable process that is able to refresh the test
data by executing a pre-defined program against the
actual production data or using substitution data sets.
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MetaSuite provides a functionality for generating test data in a fast, smooth and secure way. First you collect or describe
the definition of your test data and secondly, you create the test data itself.

MetaSuite provides two ways for generating those test data:

1. By using the standard MetaSuite functionalities.
2. By using the MetaSuite Test Data Wizard.

The Test Data Wizard generates test data on a one-to-one basis (one source is mapped to one target). In 80% of the
cases this will be sufficient. For more complex generations of test data, whereby you want to add extra fields, combine
multiple file definitions, etc., you have to use the standard MetaSuite functionalities.

In both cases, the principle is the same: the data are collected, the sampling and masking parameters are specified, the
test data are generated and the output is made available to HP Quality Center Enterprise for testing purposes.

Step1 » COLLECT

The first step consists in establishing the cor-
rect definitions for your data (using MetaStore
Manager).

The source data can be your own production
data, but you can also use substitution files
and tables such as lists of addresses or names.
Data sources from any platform, including main-
frame, can be used as input.

MetaSuite MetaStore Manager provides a simple
“collect” function that will collect those defini-
tions for you. Once collected, MetaSuite will
present these definitions in an internal, easy-to-
use, uniform format.

MetaSuite MetaMap Manager lets you specify
the mapping rules, and the required sampling
and masking parameters.
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Step 2 » TRANSFORM

When using the Test Data Wizard, these actions
can be performed in a few simple clicks:

1. Select the data definition
The first step consists in specifying the data defi-
nition to be used for selecting the data.

2. Select a sampling method

Once the data definition has been specified,
you can select the sampling method, by using
pre-defined sampling formulas.

3. Mask or anonymize the data
Using the same wizard, you have the following
masking possibilities:

e Select a system-defined masking or ano-
nymization routine.

e Create your own sampling formula as a
user-defined function. Once defined, it can
be made available for use by others.

e Use the content of a table in order to mask
your data.




Step 3 » GENERATE

Once you have executed Step 1 (Collect) and
Step 2 (Transform), you can generate a program
that will run on the platform of your choice, be
it Windows, a flavor of Unix or Linux or a main-
frame system like z/OS or BS2000.

Step 4 » TEST

Now you can execute the generated program.

As a result, you will obtain a system overview
report (files read, records excluded by the sam-
pling process) and the final output data. If the
result is not what you want, you can change

the sampling routine or the masking and ano-
nymization routines until you obtain the desired
result.

Once the results are satisfactory, you can make
the program available to others.

The integration of MetaSuite with HP Quality Center Enterprise provides the following benefits:

+/ Reduced testing and storage costs

\/ Secured and anonymized test data

v Compliancy with privacy regulations

/ Protection against reputation damage and direct business loss
+/ Automated sampling and masking process

/ Accelerated application testing

/ No disruption of the day-to-day operational activities

v Supports all input sources, including mainframe

N4 Outputs to a great variety of formats, including XML
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In 80% of the cases, the Test Data Wizard will cover your needs for generating test data. For very complex generations
of test data, you will have to execute the different steps using the standard MetaSuite components (see Use Case 2 -

Standard MetaSuite).

Collect the correct definitions for your source data in the required format.
The source data can be your own production data, but you can also use substitution files and tables such as lists of
employees, addresses, names. Data sources from any platform, including mainframe, can be used as input.

P

Test Data Wizard

=)

Test Data Wizard > File Selection
Select the Dictionary File, Dictionary Record and Target Type.

ﬁ?

Dictionary File ttendees (v 1 h
Dictionary Record [atbendees ']
Target Type [Delimited i ]

» Select the Dictionary File and
Dictionary Record

» Select the Target Type

Next= ] [ Cancel

Extract the sample file by selecting one of the pre-defined sample routines.

Test Data Wizard - attendees

==

ﬁ Test Data Wizard > Sampling Method
H* . Select the preferred sampling method.

Sampling Method Percentage -

About this method:

The percentage method selects the approximate percentage of
input records forinclusion in a sample. Due to the random
selection process being used, you may obtain slightly more or
slightly less records than expected.

Test Data Wizard - attendees

% Test Data Wizard > Sampling Method > Parameters
H* . Select sampling options for the method "Percentage™

Percentage

Random Base Number
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» Select the sampling routine

» Specify the sampling para-
meters




Apply the required masking or anonymization routine.

() User Function

Test Data Wizard - attendees =l =
?I Test Data Wizard > Mapping
‘Whitepaper.msm Whitepaper.msm n
=~ ] Whitepaper -] Whitepaper
- attendees B+ TO1-attendees
B EP attendees =+ Tol-attendees
- [Eid a] T01-d
~{E]» bank_account_number 5] T01-bank_account_number
& dity ] T01-city
B first_name 8] To1-first_name
{2 last_name - ALTRA Lt ~
~{&> postal_code "5 Function Type =5
{8 sex
i~{Er street_number Spedify the function type for the target field.
i-{E] version

[

@) System Function

[FrrsTvame

() Data List

About this method:

System Function FIRST-NAME 058

o The FIRST-NAME function randomly returns a first name

from a table containing a list of first names

The program is now ready to be generated.

» Double-click the target field
you want to mask or anony-
mize

» Select the required function
type

s
Test Data Wizard - attendees

Test Data Wizard > Mapping

i

Whitepaper.msm

=k-¥] Whitepaper
(=58 attendees

- attendees

{Ewid

msm i}

=] Whitepaper
-+ T01-attendees
=+ T01l-attendees

~-{E} bank_account_number

-{Er dty

a] T01-d

&] T01-bank_account_number

5] T01-dty

~{E]r first_name
B last_name

EINTO 1-first_name

{E)r postal_code

&] TD1ast_name

~{E] sex

&] TD1-postal_code

~-{E street_number

5] TO1-sex

~-{E version

] TO1-street_number

5] TO1-version

Help

| ] |

Save ][ Generate ” Finish ] l Cancel

Click the Generate button to
generate and to run the program
in order to obtain the final out-
put data.
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The result:

-
| alles_attendees.txt - Notepad

File Edit Format View Help

[117;123456789128; Ticktown; Boris;MCDONALD; 72345-1202;F; Harvest Panda C;7
126;123456789137; Dinosaur ; Anton; SIMPSON; 79126-2518; F; Cinder Carrefour;e
320;1334567802321 :Mahono Bave Rooinald: BALL;19743-1354;F; Iron Quay; 0
590;123456789601; skokie; 0sama; BOOTH; 82853-0249; F; Rocky Impasse; 0
660;123456789671; Neudort; Donald; HURST; 99192-2587; F; Cinder Field;0
1022;123456790033; skull Va11e¥;ﬁerry;ROSENSTEIN;59583—4532;F;Br0ad Bear Port;2
1148;123456790159; KnockemstifT; Jasper; GRAN; 53751-2618;F; Pleasant Timber;
1165;123456790170; Breed; Atsuko; FLOCK; 15435-7014; F; stony Timber Gr;5
1401;123456790412; Rocanville; Kobe; PLAIN; 04506-3222; F; Pleasant Inlet;1
1619;123456790630; Louisiana; Hugh; BRAMAN; 29039-4659; F;Middle Forest C;9
1829;123456790840; Pothook; Osama; MCMARTIN; 72862-7701;F;wishing Key; 0
2168;123456?911?9;Machip0ngo;Hﬁ1ary;ROBIE;41866—6906;F;Heather Farm; 9
2265;123456?912?6;A55inibo1a;Ingrid;LEMANSKI;81525—2299;F;cry5ta1 Lake Fa;6
2301;123456791312; subligna;Martine; HOUSEKNECHT; 24471-5978; F; Amber Pioneer C;2
2440;123456791451 : speed: Tim: BODTEQRD: £3405-1543:F: 1 itrle wond:1

Input data

"
%gg‘éii | white.d01 - Notepad (o]
919 H[ File Edit Format View Help
3544;1 590;123456789601; skokie; Henry; Neys; B2853-0249; F; Rocky Impasse;0
3551;1 2301;123456/91312; Subligna;Marion; Bergmans; 24471-5978; F; Amber Pioneer C:2
3614;1](35515123456792562;811ss;Dimitrov; Feyaerts; 10304-9401;F; Blue Mountain v;

([3665;1 3778;123456792789; whiske Bottom;Geoffre¥;van Eycken; 97556-5598; F; Grand
3778;1]|4313;123456793324; soft shell;Richard;Borlee;33255-2988;M;Cotton Elk Dal

| 4814;123456793825; Normal; Benedict; Hendrickx; 85405-6504;M; Merry Mall; 9

5007;123456794018; Tuggleville; Julia; Borlee; 02805-9879;M; Velvet Pathway;2

5279;123456794290; Lava; Phili ﬁ:; wautericks; 66595-4855;M; amber Pony Cal
5560;123456794571; Croaker;Halim; van Hecke; 03199-2217;F; Sunny FoX Sw
5601;123456794612; Sawpit; Adriaan;Maartens; 19879-2716; F; Umber Maze;7
6286;123456795297; Rudde11; Kamal; Ruts; 61586-8575; F; Red Pine Townli;2
6369;123456795380; Tar Heel;Marian;Thijs;21107-2576;F;Rustic Swale; 5
6570;123456795581;01d Trap;Zita;Levebre; 24928-4309;F;Lazy Brook Quay; 6
7153;123456796164; Nanat Tugunyi;Nathalie; Boschmans; 96773-1276; F;quaking Log Ban; 0
8035;123456797046; Ratt]lesnake; Atsuko; Pieraerts; 06885-2538; F; Rocky Townline;2
8524;123456797535; Zipper landville;Phil;volkaert; 20953-2524; F;Cotton Prairie;1

ere

8991;123456798002; Marrowbone;Monica; Puelinckx;17156-4091; F; Round Corners;
9679;123456798690; Boiling Point;Haruke;Norsems; 71961-7236;F; Grand Mount;0

g

Notice in the example above that the first and last name have been replaced by
“SUR-NAME?”, i.e., Osama;BOOTH has become Henry;Neys.

Use the test data in HP Quality Center. The test data generated by MetaSuite ¢

the system functions “FIRST-NAME” and

an be loaded into the database used by

HP Quality Center Enterprise to run the tests. This process is repeatable and allows you to refresh test data with actual

values.

Transform data
with
Test Data Wizard

Collect
Data definitions

Export and
Generate Test Data

=
-
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For more complex test data, you cannot make use of the Test Data Wizard. For example, if the target file does not have
the same structure as the source file, or if many input files have to be joined together, ... In such cases, you need to use
the standard MetaSuite functionalities to obtain the test data.
MetaSuite contains two basic components: MetaStore Manager and MetaMap Manager.
MetaStore Manager is used in order to maintain all data definitions, also called metadata.
MetaMap Manager is used in order to create models: logical relationships between the data definitions which can
be used both as source or target file. He can also add procedures. Models can be transformed into executable pro-

grams by means of the Generate functionality.

The following sections describe the steps in more detail:

MetaStore allows you to collect the data definitions of the source and target structures you want to work on. After col-
lecting the data definitions in the original format, MetaSuite translates these definitions in an internal, uniform format.

4 Metasuite MetaStore Manager = | G |t
File Edit View Tools Source Control Help
3 & X ¥ EBEG 8
Tree View 3 x ShipOrders (v3)  ShipOrder -~ X
=] ?_ MetaSuite MetaStore
-8 ShipOrders (v 3) MetaSuite MetaStore » ShipOrders (v 3] » ShipOrder (Standard Record)
& B ShipOrder Technical | Business
=~ B shipOrderinfo
- [E Orderld Standard Record Properties =
-~ (5] Employeeld Name: ShipOrder XPath:
[E OrderDate
--[E] RequiredDate Database: [
2} ShippedBate Size: 221 | [7] Auto Calculate
[E Shipvia
-~ [E] Freight CCsSID: 0 £
& [E ShipInfo
Record Keys
New

Output B X Record Fields 1 x
- Name Type Abs. Position Size Decimals Date Format Oceurs Null el ||

= Source code control: was successful, 4 @;‘“wﬂf = [NUWU" il

97 User profile selection: C:\Users\ano\AppData'RoamingMetaSuite i~ [E |Binary hd 1 d Q E’WE hd 1 | Nothul |~

o Logging on as ‘Metasuit' to database 'Metasuit' at server ‘MetaSty £ i+ [E | Numeric - 5 8 0 Mone - 1 [ Inbull |~

97 Logged on successfully. B |character |~ | 13 10 0 YYYY2MM?DD | = 1 | il [+

%) Caching of Relations completed. i~ [E |Character |+ 23 10 0 [yryvzmmzon [ 1 | miut =] -

o Caching of Core Data completed. | Record Layout o x

o Caching completed, The dictionary 'MetaSuite MetaStore' contain P

P 10 20 30 40 20

7] Collecting ... | | | | |

O Total 1 elements. 9 tunes. 0 atiributes. and Doronsboaded. 7 | gy L e L e -

< n 3 < n 3
IKAN Solutions, | C:\Users\ano'\AppData\Roaming'\MetaSuite\MetaSuite.ini [11/06/2012 11:47 by IKAN\ano |11/06/2012 11:47 by IKAN\ano | NUM

A Example of the MetaStore Collect of an XML file.

MetaStore provides a hierarchical view of your data files or database tables and gives you full access to the details of
your data. Once you have the data definitions, you can use MetaMap to develop your program and specify the sampling
and masking parameters.
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MetaMap, the second component, allows you to define the subset (sampling) and to mask or anonymize the data. By
using the look-a-head-parser, you can select one of the predefined sampling routines.

In this example, we take a sample that represents 20% of the source data, chosen at random. Note that several other,
more complex, sampling routines are available or that you could easily create your own sampling routine, which later
on can be made available to others by defining it as a user-defined routine.

" File Input - X

Demod2¥ » NWLA-Orders » File Input (File Procedure)

Technical | Business

File Procedure Properties -

Name: File Input Execution Time: |File Input

SEMPLE PERCENT 20.

Once you have defined the sample, you just need to map the sample to your target. MetaSuite disposes of an easy-to-
use Mapping Wizard to do this. The Mapping Wizard maps by field sequence or by name.

Demod2X: Mapping Wizard @
Select Source and Target Record
Orders NWLA-Orders T01-ShipCOrder T0-ShipCrders
[7] Map by Sequence [¥] Map by Name
=

The result:

TOl-ShipOrders)/Orders?TO]-ShipOrder - X
Demo42X.msm 1 Demod42K.msm
= o] Demos2X =~ ] Demo42X
[=)-fEr NWLA-Orders -+ T01-5hipOrders
B8 (& T01-5hipOrder
{E) Orger]D m— E++(3 TO1-ShipOrderinfo
(B} CustomerID _‘_‘-‘—E—"‘"—-— +{5] T01-Orderld
~{Hr EmployeeID {5] To1-Employeeld
|} OrderDate 3] T01-OrderDate
--{H» RequiredDate {8] TO1-RequiredDate
-{E] ShippedDate ] T01-5hippedDate
& Ship¥ia +{H] TO1-ShipVia
--{@r Freight 5] TO1-Freight
- {E]» ShipMame ———————————————————— [=)-+[H] TO1-ShipInfo
48] ShipAddress —— —R‘H’“—-— {&] TO1-5hiphlame
B ShPCity m— _‘_‘_‘-‘1_‘_‘_‘_'_"“"-— 48] T01-5hipAddress
{8} ShipREgioN m— e (5] T01-ShipCity
~{E]r ShipPostalCode m—— _‘_‘_‘-‘_‘—‘H—'—"“—'-— 3] T01-5hipRegion
- {E] ShipCountry ——————————| _‘_‘—R_"""'-— 4] T01-ShipPostalCode
~{ET W-POPULATION —R_‘_‘_‘_‘*‘—‘— a] T01-ShipCountry
[T w-postcode -7 W-POPULATION
-[IT w-postcode
Mapping Overview
T0l-Orderld = OrderId . -
T0l-Employeeld = EmployeeID . El
T0l-OrderDate = OrderDate . -
T0l-RequiredDate = ReguiredDat
T0l-ShippedDate = ShippedDate .
TOl-ShipVis = ShipVia . -
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In the next step, you can mask the data. The same simple principle applies: you use one of MetaSuite’s pre-defined
masking routines or your own user-defined sampling routines.

In the example below, the numeric Orderld field will be replaced with a random number between 123 and 1234:

- T01-Orderld - X

Demo42X » TO1-ShipOrders » T01-ShipOrder » T01-ShipOrderlnfo » TO1-Orderld (Target Field)

Technical

Target Field Properties -

Name: Orderld [ Accumulate

T01-Orderld = SYSTEM-FUNCTION RRNDOM-NBR ( 123 , 1234 ) .

v /\/\ \/ /\\\//A\\//\\\/\\.//A\v/\\\/ \\ v g \\//\\\/\ \\//\\\,/ -

Once all definitions have been selected and all parameters have been defined, you generate an executable program.
This program can run on a range of platforms including mainframe, BS2000, Unix, Windows, VMS and I-series. More
information on how MetaSuite helps with generating test data can be found in the standard user documentation on our
product website: www.metasuite.be/infocenter.

Use the test data in HP Quality Center. The test data generated by MetaSuite can be loaded into the database used by
HP Quality Center Enterprise to run the tests.

This process is repeatable and allows you to refresh test data with actual values.

Summary / Conclusion

MetaSuite complements the HP Quality Center Enterprise by providing a test data generation tool which
allows creating a representative sample that can be used to effectively test your application in a realistic
business-like environment using masked data.

It supports all kinds of sources, including mainframe, and outputs to a variety of formats.
This highly increases the quality of the application testing process while reducing the costs and'speeding up
the time-to-market.

For More Information
To know more, visit http://www.metasuite.com. Contact IKAN Solutions: info@metasuite.com
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